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Abstract

The Internetis quickly becomingone of the most usedcommunicationrmediums. The
governmentis trying to grapplewith this nev mediumwith old laws—someapply otherdo
not. This paperwill focusonthe governments role in freedomof speeclissuesin anonline

environment.

At Issue

Thomasleferson,in aletterto JohnAdams,wrote, “bigotry is the diseasef ignorancepf morbid
minds; enthusiasnof the free and buoyant. Educationand free discussionare the antidotesof
both.[]]” Few otherothermediumsprovide the opportunityfor opendiscussiorandeducatioron
virtually ary topic thanthe World Wide Weh With freedomcomesconflict aseachpersonhas

differentgoalsand objectives. History hasshavn that most conflicts are resolved by limitting
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freedomsUnfortunatelythoselimitationsarenotin everyonedestinterest,oftenempaveringthe
elite. Paradoxically conflictscanalsobe resolhed by expandingfreedoms,as ThomasJeferson
pointsout. The Internethasa potentialunlike othermediumsto allow for opendiscusionof issues
andthe obtainmenbf solutionsto thoseissues.Thatpotential,neverthelessis underfire by those
who wish to censorthe medium.

Thereis a naturaltendeng for individualsandgroupsto shieldtheworld from pointsthatare
in oppositionto their own. The contradictionis thatthosewho try so hardto silencethe voices
opposingthemwish to, at the sametime, maintaintheir freedomto speakfor their own causesin

“Fahrenheid51.2:1s Cyberspac®urning?”the ACLU states,

Today all thatwe have achiezed may now be lost, if notin the bright flamesof
censorshipghenin the densesmole the mary rating andblocking schemegromoted
by someof the very peoplewho have fought for freedom. And in the end,we may

find thatthe censorshave indeedsucceededh “burning down the houseto roastthe

pig."[2]

Therole of governmentin providing filtering toolsto keeppeople,especiallykids, from viewing
harmful contentonlineillustraitesthis point. Parentsjndeed shouldhave theability to know that
their childrenaresafefrom filth on the Internet. Today however, eventhe bestfiltering toolsare
unableto do justthat. Theissueis thatthetools may alsoblock studentdrom obtainingvaluable
information. This issuerecentlycameup in the courtsin “KathleenR. vs. City of Livermore.”
In that case,the plaintiff saidher 12- yearold sonhaddownloadedexplicit picturesat the local
library andfelt thatit wasthelibrary’s responsibilityto keephersonfrom accessingo suchmate-
rial. Thejudgeruledthatalthoughfiltering softwarewould keepthe plaintiff’s sonfrom viewing

obscenebehaior it would alsoblock informationthat shouldnot be filtered suchas newns from



the SanFranciscaChronicleandthe Marylandaffiliate of the AmericanAssociationof University
Women([3.

In the aforementionedtase,the HonorableGeoge C. HernandezJr. ruledin favor of first
amendmentight to free speechThefeelingsof this judge,however, arecertainlynotthoseof the
plaintiff andmary others.Thosewho wish to have freedomof speechandexpressiorreducedon
thelnternetwill anddo not stopatthecourts.

Thenew battlefrontis theinformationprovidersandtheinfrastructure Thisfront is becoming
all tooclearin battlessuchasNapsteandDeCSSIn theNapstercasethebattlewasnotagainsthe
individualswho willingly sharedandexchangectopyright material,but againsthe infrastructure
thatmadeit possible the Napstersoftware. Similarly, the DeCSSbattlesaremostly againsthose
who distributed the codethat can be usedto decryptDVDs ratherthanthosewho wrote it[7].
Consequentlysmall time Internetinfrastructureproviders are slowly dying out and mary have
learnedto fear the useof their servicesfor free expressionin oppositionto thosewho wish to
stopit[4]. Ultimately, thosewho controltheaccesdo informationwill beableto pick andchoose
whatis availableto viewers. Thatputsa lot of power into the handsof a relative minority. Such
a shift may allow the elite to usurpcontrol over the voicesof dissentagainsthem. Furthermore,
thosecontrollinginformationwill alsobeableto identify thedissenterslf putin thewronghands
such power could destry the fundamentalfreedomswe enjoy, making the Interneta place of

manipulationrandcontrol[5].

The Role of Government

Currently thegovernmenttself is dividedwith respecto the useof softwaretoolsfor online con-
tent control andInternetcommunicationsnonitoring. One of the mostintrusive of suchtoolsis

the Carnivore DiagnosticTool, a systenthatthe FBI wishesto placeat every gatavay pointto the
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Internetin orderto reducecriminal actvity[6]. The project,which monitorsinternetcommunica-
tions, limits privagy but atthe sametime could stopcriminal actvity. The power of the systemto
limit criminal actvity bolstersour freedomfrom the harmful effectssuchactuvities causeput the
intrusivenesf the projectlimits our freedomof privagy. Civil libertiesandprivacy groupsare
upsetat the freedomghatarelost by suchsystemswhile thosewho areagainstcriminal activity
laudtheprotective powerit provides[d. Systemdik e Carnvore shouldberegulatedin suchaway
thatall freedomsareequallyrespected.

Anotherproblemis the governmentis not the only entity that hasthe ability to block access
to contentor to intrudeon the privacy andanorymity of the spealers. Be thatasit may, the gov-
ernmenthasthe responsibilityto protectthe expressiorof eventhe smallestvoice, the individual,

becausehatis whatour countrywasfoundedon andrelieson for its existence.

Whata stupendouswhatanincomprehensiblenachineis man! Who canendure
toil, famine,stripes,imprisonmen®& deathitself in vindicationof his own liberty, and
the next moment...inflicton his fellow mena bondage pne hour of which is fraught
with more miser than agesof that which he rosein rebellionto oppose. (Thomas

Jefersonto JeanNicholasDemeunier)[1]

ThomasJefersonpaintsa drab picture, but onethat hasbeenlong illustratedin this nation. Al-
thoughmary would aguetheissuein his time, slavery, more penerse the freedomspresentlyin
jeopardyare just asfundamental-thability to think and expressthoughtsandideaswithout the

menaceof aminority thatcontrolsaccesdo the Internet.

Suggested Approach

Our appeal,therefore,shouldbe for governmentsthe US governmentin particular to protect

intellectualpropertyrights of the corporationstrade organizationsyeligious organizationsand
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mass-medigroviderswhile keepingthemfrom restrictingthe freedomsof eachindividual onthe
Internet. For the very existenceof this nationasit now standds relianton the freedomof speech

andassociation.

Our Liberty depend®n thefreedomof the pressandthatcannotbe limited with-

outbeinglost. (Thomaslefersonto Dr. Jame<Currie,Jan28,1786)[1]

Thetasksetforth aboveis alofty one.Lobbiesonthebehalfof largemultinationalcorporationsre
buzzingaroundin WashingtonD.C. trying to shapethe opinionsof thosein power with respect
to the Internet. With technologiedike P3P thesecorporationsare now trying to corvince the
governmenthatthey canself-regulatethemseles. Thereneeddo beachecksandbalancesystem
betweerthe governmentprganizationsandcitizens.Citizenswho performillegal actiities using
thelnternetshouldnot go unpunishedorganizationsvho limit thefreedomsof peopleshouldalso
be stoppedandlastly the governmentneedgo be held responsibldor the respectandprivacy of
citizensandorganizationsalike.

This threepartregulationschemes in usefor mary othergovernmentfunctionssuchasthe
EnvironmentalProtectionAgeng.. The governmentreceves feedbackfrom corporations envi-
ronmentalgroupsaswell asgovernmentscientistsandstaf. A proposalfrom anernvironmental
grouplike Greenpeacgoesto the governmentwhich thenstudiesit for accurag andneed.If it
is approvedit is thenpublishedfor public review. After afinal review theregulationis passednto
law[8].

Althoughnotperfectthissystenusedby the EPA worksreasonablyvell andis respectedby all
partiesmuchmorethanregulationsthat only represenbne point of view or seelimited publicity
until passednto law. A similar systemcould work for regulation of maintainingfreedomson
the Internet. Citizenscould proposeregulationsthat would keeporganizationsand government

from violating their freedoms. Thoseproposalscould then be investigatedby the government
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and,if the problemis a legitimate one, a regulationagainstsuchactwity is publishedfor public
review. Corporationsindividuals,andcivil libertiesorganizationouldthenmake commenton
the proposedegulationto be consideredor afinal decision.

Sucha systemwould help to presere the rights of individuals and organizationswhile still
allowing for a sovereigngovernment. Expectinggovernment,citizens,or organizationgo self-
regulateis a mistale. Eachandevery oneis in someway looking out for their own interests.
By makingthe decisionanoredemocratictherights of eacharemorelikely to be presered and

appreciated.
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