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Abstract

The Internetis quickly becomingone of the most usedcommunicationmediums. The

governmentis trying to grapplewith this new mediumwith old laws–someapply otherdo

not. This paperwill focuson thegovernment’s role in freedomof speechissuesin anonline

environment.

At Issue

ThomasJefferson,in a letterto JohnAdams,wrote,“bigotry is thediseaseof ignorance,of morbid

minds; enthusiasmof the free andbuoyant. Educationand free discussionare the antidotesof

both.[1]” Few otherothermediumsprovide theopportunityfor opendiscussionandeducationon

virtually any topic thanthe World Wide Web. With freedomcomesconflict aseachpersonhas

differentgoalsandobjectives. History hasshown that most conflicts are resolved by limitting
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freedoms.Unfortunatelythoselimitationsarenot in everyonesbestinterest,oftenempoweringthe

elite. Paradoxically, conflictscanalsobe resolved by expandingfreedoms,asThomasJefferson

pointsout. TheInternethasapotentialunlikeothermediumsto allow for opendiscusionof issues

andtheobtainmentof solutionsto thoseissues.Thatpotential,nevertheless,is underfire by those

whowish to censorthemedium.

Thereis a naturaltendency for individualsandgroupsto shieldtheworld from pointsthatare

in oppositionto their own. The contradictionis that thosewho try so hardto silencethe voices

opposingthemwish to, at thesametime,maintaintheir freedomto speakfor their own causes.In

“Fahrenheit451.2:Is CyberspaceBurning?” theACLU states,

Today, all that we have achieved may now be lost, if not in the bright flamesof

censorshipthenin thedensesmoke themany ratingandblockingschemespromoted

by someof the very peoplewho have fought for freedom. And in the end,we may

find that the censorshave indeedsucceededin “burning down thehouseto roastthe

pig.”[2]

Therole of governmentin providing filtering tools to keeppeople,especiallykids, from viewing

harmfulcontentonlineillustraitesthis point. Parents,indeed,shouldhave theability to know that

their childrenaresafefrom filth on the Internet.Today, however, eventhebestfiltering toolsare

unableto do just that. Theissueis that thetoolsmayalsoblock studentsfrom obtainingvaluable

information. This issuerecentlycameup in the courtsin “KathleenR. vs. City of Livermore.”

In that case,the plaintiff saidher 12- year-old sonhaddownloadedexplicit picturesat the local

library andfelt thatit wasthelibrary’s responsibilityto keephersonfrom accessingto suchmate-

rial. The judgeruledthatalthoughfiltering softwarewould keeptheplaintiff ’s sonfrom viewing

obscenebehavior it would alsoblock informationthat shouldnot be filtered suchasnews from
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theSanFranciscoChronicleandtheMarylandaffiliate of theAmericanAssociationof University

Women[3].

In the aforementionedcase,the HonorableGeorge C. Hernandez,Jr. ruled in favor of first

amendmentright to freespeech.Thefeelingsof this judge,however, arecertainlynot thoseof the

plaintiff andmany others.Thosewho wish to have freedomof speechandexpressionreducedon

theInternetwill anddo notstopat thecourts.

Thenew battlefront is theinformationprovidersandtheinfrastructure.This front is becoming

all tooclearin battlessuchasNapsterandDeCSS.In theNapstercasethebattlewasnotagainstthe

individualswho willingly sharedandexchangedcopyright material,but againsttheinfrastructure

thatmadeit possible,theNapstersoftware.Similarly, theDeCSSbattlesaremostlyagainstthose

who distributed the codethat can be usedto decryptDVDs ratherthan thosewho wrote it[7].

Consequently, small time Internetinfrastructureprovidersareslowly dying out andmany have

learnedto fear the useof their servicesfor free expressionin oppositionto thosewho wish to

stopit[4]. Ultimately, thosewho controltheaccessto informationwill beableto pick andchoose

what is availableto viewers. Thatputsa lot of power into thehandsof a relative minority. Such

a shift mayallow theelite to usurpcontrolover thevoicesof dissentagainstthem. Furthermore,

thosecontrollinginformationwill alsobeableto identify thedissenters.If put in thewronghands

suchpower could destroy the fundamentalfreedomswe enjoy, making the Interneta placeof

manipulationandcontrol[5].

The Role of Government

Currently, thegovernmentitself is dividedwith respectto theuseof softwaretoolsfor onlinecon-

tent control andInternetcommunicationsmonitoring. Oneof themostintrusive of suchtools is

theCarnivoreDiagnosticTool, asystemthattheFBI wishesto placeat everygatewaypoint to the
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Internetin orderto reducecriminal activity[6]. Theproject,which monitorsInternetcommunica-

tions,limits privacy but at thesametime couldstopcriminal activity. Thepower of thesystemto

limit criminal activity bolstersour freedomfrom theharmfuleffectssuchactivities cause,but the

intrusivenessof the project limits our freedomof privacy. Civil libertiesandprivacy groupsare

upsetat thefreedomsthatarelost by suchsystems,while thosewho areagainstcriminal activity

laudtheprotectivepower it provides[9]. SystemslikeCarnivoreshouldberegulatedin suchaway

thatall freedomsareequallyrespected.

Anotherproblemis the governmentis not the only entity thathasthe ability to block access

to contentor to intrudeon theprivacy andanonymity of thespeakers. Be thatasit may, thegov-

ernmenthastheresponsibilityto protecttheexpressionof eventhesmallestvoice,theindividual,

becausethatis whatour countrywasfoundedonandrelieson for its existence.

Whata stupendous,whatan incomprehensiblemachineis man! Who canendure

toil, famine,stripes,imprisonment& deathitself in vindicationof hisown liberty, and

thenext moment...inflicton his fellow mena bondage,onehour of which is fraught

with more miser than agesof that which he rosein rebellion to oppose. (Thomas

Jeffersonto JeanNicholasDemeunier)[1]

ThomasJeffersonpaintsa drabpicture,but onethathasbeenlong illustratedin this nation. Al-

thoughmany would arguethe issuein his time, slavery, moreperverse,thefreedomspresentlyin

jeopardyarejust asfundamental–theability to think andexpressthoughtsandideaswithout the

menaceof aminority thatcontrolsaccessto theInternet.

Suggested Approach

Our appeal,therefore,shouldbe for governments,the US governmentin particular, to protect

intellectualpropertyrights of the corporations,tradeorganizations,religiousorganizations,and
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mass-mediaproviderswhile keepingthemfrom restrictingthefreedomsof eachindividualon the

Internet.For thevery existenceof this nationasit now standsis relianton thefreedomof speech

andassociation.

Our Liberty dependson thefreedomof thepress,andthatcannotbelimited with-

outbeinglost. (ThomasJeffersonto Dr. JamesCurrie,Jan28,1786)[1]

Thetasksetforth aboveis alofty one.Lobbiesonthebehalfof largemultinationalcorporationsare

buzzingaroundin Washington,D.C. trying to shapetheopinionsof thosein power with respect

to the Internet. With technologieslike P3Pthesecorporationsare now trying to convince the

governmentthatthey canself-regulatethemselves.Thereneedsto beachecksandbalancessystem

betweenthegovernment,organizations,andcitizens.Citizenswhoperformillegalactivitiesusing

theInternetshouldnotgounpunished,organizationswho limit thefreedomsof peopleshouldalso

bestopped,andlastly thegovernmentneedsto beheldresponsiblefor therespectandprivacy of

citizensandorganizationsalike.

This threepart regulationschemeis in usefor many othergovernmentfunctionssuchasthe

EnvironmentalProtectionAgency. The governmentreceives feedbackfrom corporations,envi-

ronmentalgroupsaswell asgovernmentscientistsandstaff. A proposalfrom an environmental

grouplike Greenpeacegoesto thegovernment,which thenstudiesit for accuracy andneed.If it

is approvedit is thenpublishedfor public review. After afinal review theregulationis passedinto

law[8].

Althoughnotperfect,thissystemusedby theEPA worksreasonablywell andis respectedbyall

partiesmuchmorethanregulationsthatonly representonepoint of view or seelimited publicity

until passedinto law. A similar systemcould work for regulation of maintainingfreedomson

the Internet. Citizenscould proposeregulationsthat would keeporganizationsandgovernment

from violating their freedoms. Thoseproposalscould then be investigatedby the government
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and,if the problemis a legitimateone,a regulationagainstsuchactivity is publishedfor public

review. Corporations,individuals,andcivil libertiesorganizationscouldthenmake commentson

theproposedregulationto beconsideredfor afinal decision.

Sucha systemwould help to preserve the rights of individualsandorganizationswhile still

allowing for a sovereigngovernment. Expectinggovernment,citizens,or organizationsto self-

regulateis a mistake. Eachand every one is in someway looking out for their own interests.

By makingthedecisionsmoredemocratic,therightsof eacharemorelikely to bepreservedand

appreciated.
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