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Abstract

Computersandthe Internetarea relatively new additionto thehumantool-belt. It is of utmostimportancethat

thoseusingthesenew technologiesunderstandthesocialimplicationsof theusesandabuses.Thispaperfirst takesa

brief look at tentopicalareaswereethicsapply to computersandthe Internet,andthensuggestsa generalethic for

thoseworking with technologythatcanandwill impactsociety.

Introduction

Computersand the Internet representmany people,governments,and organizations. Eachof theseentitieshave

different goals in regard to ethical and moral policy. They eachdesireto maximizethe benefitsthey can derive

from the Internetandcomputertechnology, whetherit be for financialprofit or personalentertainment.In a goal

drivenenvironmentit is ofteneasyto losesiteof commongoalsandinterests.Eachtechnicalareapresentsnew ethical

challengesthatneedto beseriouslyconsidered.Throughgoodcooperationandacommondesireto achieveahealthier

computingenvironmenta generalethicalpolicy canbeestablished.

1 Topical Areas

For eachareain which computertechnologypervadestherearedifferentethic issuesthat mustbe addressed.Each

of the ten topicshave ethical implicationsandwill be addressedin turn from a societalpoint of view ratherthana

technicalpoint of view. Thegoal is to have boththetechnologyandsocietycometogetheron eachof theseissuesto

promotesustainableandusefulapplicationsto benefitpeoplewhooperatein theseareas.

1.1 The Arts

The first social implication that comesto mind in respectto computersandthe arts is pornographicmaterial. The

discussionsalongthis areaaredifficult andoftenheated.Thedifficulty is eachpersonhasa differentmeterto which

they measuretheappropriatenessof thematerial.Pornographicis oftenusedin placeof immoral. Oneperson’sart is

another’s filth. Themainconcernis censorshipandlimiting access.It couldbearguedthatsuchmaterialis too open

anddoesnot considerthe differentmoral opinionsof Internetusers.The difficulty is comingup with a mechanism

that solvesthis problemwhile maximizingthe rights of everyone. Therehave beensuggestionssuchasself-rating

andself-censorship.Suchamechanismcouldonly work if therecooperationfrom theprovidersof materialthatcould

be labeledaspornographicandthosewho areoffendedby it. Oneway to do this would be a polling/ratingsystem

whereeachpersonwho happensupona sitecanrateit accordingto certainguidelines.This ratingsystemwould then

baseoverall ratingon theaveragescoresin eacharea.Thiswould allow for anmoreobjectiveratingsystemona very

subjective topic. This could alsobe extendedto includeratingsof the quality of work beingpresentaswell. This

combinationwould not only make theweba saferenvironmentfor maintaininggoodpersonalmorals,but alsomake

findingqualityartwork mucheasier.
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1.2 Crime

Every societymuchmake decisionson how to handlecrime. In mostculturesa judicial systemis established.The

difficulty with computercrime is it extendscountryboundariesandis alsoa topic that is subjectto heavy political

debate.Thefirst issueis thatof finding criminal activity. Theeasiestmethodwould bea big brotherapproachwere

everycomputerconnectedto anetwork wouldbemonitoredfor illegalactivity. Thiscouldalsobedonein anetworked

approach,whereeachInternetServiceProvider (ISP)would watchtheir own usersandthereportpotentiallycriminal

behavior to authorities. In the United State,the FBI is trying to standardizethis processthroughtheir Carnivoire

project. The ethicaldilemmais that thesemonitoringtechniquesinvadepersonalprivacy while on the Internet. A

systemshouldbe establishedthat will allow peoplethereright to privacy and free assemblywhile dampeningthe

amountof criminalactivity thatexiststodayon theInternet.

1.3 Software Ownership and Intellectual Property

Thechallengefor bothof theseis to keepfrom equatingthemto physicalownershipandproperty. Softwareis not the

sameasaphysicaldevice. It doesprovidevalueto acompany, but it is only acollectionof bits. Theothermajorfactor

is thatsoftwareis usuallybaseduponprior work by anotherauthor. In veryrarecasesis apieceof softwarecompletely

generatedby a singlecompany. Whenstandingon theshouldersof giants,it is only right to give backto thegiants.

Oneexcellentmethodis OpenSourcesoftware. Underthatparadigmany work derivedfrom greatintellectualsand

companiesmustalsobe madeavailableto that company. This way the naturallysoftwareancestryawardsthe most

innovativeandallowsothersto deriveabenefitat lesscost.

On IntellectualProperty. Intellectualpropertyshould,wheneverpossible,beshared.Eachpersononly livesonce,

yethumanitycontinuesto liveon. Ratherthanfocusingonthetemporarybenefitsof sellinginventionsatabsurdprices,

intellectualfindingsshouldbesharedso thatnew ideascanbecreatedandintellectualprogresscanbeenhanced.[1]

Today’stechnologythatis usedfor topsecrettasksshouldnotbecometomorrow’slife saving technology, but today’s.

Theethicaldilemmais thatintellectualpropertyshouldnotbeaselfishconcernfor temporaryprofit, but rathertowards

maximizingthebenefitof new knowledgeto society.

1.4 Computer Security

Securityin generalbothgivesandtakesawayfreedoms.It givesfreedomsto thepersondoingthelocking,by reducing

theirchancesof beinghurt,but at thesametimereducestheability for rightful access.By puttinglocksoneverydoor,

everycomputer, andevenelectronicmedia(DVDs, E-Books,etc.)anenvironmentof distrustis causedon bothsides.

Thosewho aretrying to keepsomethingsecuredarelookedon poorly by othersaslackingtrust in others,while they

themselvesaretrying to protecttheir investmentsandinformation. In theendit becomesanexpensive racebetween

thosewhospendtimecircumscribingsecuritymeasuresandthosewhotry to makethemmoresecure.Securityis only

requiredin anenvironmentwherethereis a largeamountof disrespectbetweenthosewho have somethingto protect

andthosewho wish to gainthat information.Computersecurityis not a puzzlethatwill besolvedby computers,but

ratherby agreeduponandrespectablebehavior on bothsides.

1.5 The Role of Government

Governmenthasbeentasked throughouttime as the arbitratorof ethics. Governmentsare often requiredto rule

betweenethicalandunethicalbehavior. Theserulings arenot subjective. It is thereforerequisitethat governments

spendthe time to understandcomputerandInternettechnologiesso that they arebetterenableto resolve issuesof

legality. Decisionsmadenow by the governmentwill have a lasting impact on the future of technologyand the

freedomspeopleandorganizationshave in usingthattechnology.

1.6 Social Behavior

Ethicsarebothdesignedfor controllingsocialbehavior anddesignedfrom existing socialbehavior. Creatinga good

ethicalpolicy for socialuseof technologydoesnotbreadgooduseof thattechnology, but rathergooduseof technology

breadsgoodethics. Ethical policy makersshouldthereforelook at the effectsof technologyon societyandmake

choicesto maximizethebenefitsof thattechnologyandminimizethenegativeeffects.
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1.7 The Digital Divide

Takingcareof theunderprivilegedhasalwaysbeena strugglingpoint for ethicalpolicy. It is hardfor someto make

the decisionof helpingotherscatchup ethically appealing. It often scarespeopleandgovernmentsto reducethe

intellectualandtechnicalgapbetweenthem.This gapbecomescomfortablefor the“haves,”sincethey will not have

to worry aboutthe“have-nots”revolting or takingovertheirhigherpositionsin society. Anotherpointof view is more

positive,by makingthechoiceto helpotherslearnabouttechnologythey will becomemoreproductiveandin theend

everyonebenefits.

1.8 Computer Enhanced Education

Similar to theethicalissueswith theDigital Divide,computerenhancededucationalsoshouldbedesignedto increase

theeducationalopportunitiesthatpeoplecanparticipatein. TheInternetis mostlya pool of informationthatcanbe

tappedfor knowledgein almostany topic. Ethicsin regardto computerenhancededucationis to make reasonable

decisionsthatprotectpeoplefrom misinformationandpolitically slantedinformation.Todayto getthewholestoryit

mustbe lookedat from many differentpointsof view. Bias is a killer of truth. Onlinecontentis filled with biasthat

couldbepotentiallyharmfulfor teachingcorrectinformation.

1.9 Computers and the Workplace

Employeerights are of utmostimportancein the workplace. Theserights are being diminishedas eavesdropping

technologybecomesavailableto employers.Currentlaw allowscompaniesto monitortheuseof their equipmentat a

level not allowedanywhereelse,evenin governmentsurveillance.Peoplearelosingtheir jobsasa resultof jokesthat

they sentto co-employeesor whatthey view while online.While theutility of suchthingscanbequestionsin respect

to overallproductivity, thebasicright of privacy shouldalsobemaintainedin theworkplace.

1.10 The Future of Technology

Whereis all this going?A coupleweeksagoI attendeda seminaron databaseredundancy at Lehighsponsoredby a

couplestudentorganizations.Duringthispresentation,aratherdistressingobservationwasmadeby thepresenter. The

presentersaidby looking at the investmentsandfundingof technologypeoplearemoreconcernedwith their money

thantheir health.Thereis no wherenearthedesirefor redundancy in computertechnologythata personrelieson for

very life, thanfor thatof makingsureanATM transactiongoesthrough. It would be muchbetterto concentrateon

makingsuretechnologyimproveshumanlife over keepingthe rich, rich, for the even the rich shouldbe concerned

abouttheir quality of life andhealthmore thantheir pocket books. If not, thenthat problemneedsto solved first,

beforeworryingaboutthefutureof ethicsasit relatesto technology.

2 Ethical Statement for Computers and Society

Let desirefor improving thehumanconditioncoupledwith sharedknowledgeleadthedirectionanduseof technology.
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