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Abstract

Computersandthe Internetarea relatively new additionto the humantool-belt. It is of utmostimportancethat
thoseusingthesenew technologiesinderstandhe socialimplicationsof the usesandabuses.This paperfirst takesa
brief look at tentopical areaswereethicsapply to computersandthe Internet,andthensuggests generalethic for
thoseworking with technologythatcanandwill impactsociety

I ntroduction

Computersand the Internetrepresentmary people,governments,and organizations. Each of theseentitieshave
differentgoalsin regardto ethical and moral policy. They eachdesireto maximizethe benefitsthey can derive
from the Internetand computertechnology whetherit be for financial profit or personalentertainment.ln a goal
drivenervironmentit is ofteneasyto losesite of commongoalsandinterests Eachtechnicalareapresentsiew ethical
challengeshatneedto beseriouslyconsideredThroughgoodcooperatiorandacommondesireto achiesze ahealthier
computingervironmenta generakthicalpolicy canbeestablished.

1 Topical Areas

For eachareain which computertechnologypenadesthereare differentethic issuesthat mustbe addressedEach
of the tentopics have ethicalimplicationsandwill be addressedh turn from a societalpoint of view ratherthana
technicalpoint of view. Thegoalis to have boththetechnologyandsocietycometogetheron eachof theseissuego
promotesustainabl@ndusefulapplicationgo benefitpeoplewho operatan theseareas.

1.1 TheArts

The first socialimplication that comesto mind in respectto computersandthe artsis pornographianaterial. The

discussionslongthis areaaredifficult andoftenheated.Thedifficulty is eachpersonhasa differentmeterto which

they measurehe appropriatenessf the material. Pornographigs oftenusedin placeof immoral. Onepersonsartis

anothersfilth. Themainconcernis censorshi@ndlimiting accesslt could be arguedthatsuchmaterialis too open
anddoesnot considerthe differentmoral opinionsof Internetusers. The difficulty is comingup with a mechanism
that solvesthis problemwhile maximizingthe rights of everyone. Therehave beensuggestionsuchas self-rating
andself-censorshipSuchamechanisntouldonly work if therecooperatiorfrom the providersof materialthatcould

be labeledas pornographiandthosewho are offendedby it. Oneway to do this would be a polling/ratingsystem
whereeachpersonwho happensipona site canrateit accordingto certainguidelines.Thisrating systemwould then

baseoverallratingontheaveragescoresn eacharea.This would allow for anmoreobjectie ratingsystemon avery

subjectve topic. This could alsobe extendedto includeratingsof the quality of work being presentaswell. This

combinationwould not only make the web a saferervironmentfor maintaininggoodpersonamorals,but alsomake

finding quality artwork mucheasier



1.2 Crime

Every societymuchmake decisionson how to handlecrime. In mostculturesa judicial systemis established.The
difficulty with computercrimeis it extendscountryboundariesandis alsoa topic thatis subjectto heavy political
debate.Thefirst issueis that of finding criminal activity. The easiesmethodwould be a big brotherapproachwvere
every computerconnectedo a network would bemonitoredfor illegalactivity. This couldalsobedonein anetworked
approachwhereeachinternetServiceProvider (ISP)would watchtheir own usersandthe reportpotentiallycriminal
behaior to authorities. In the United State,the FBI is trying to standardizehis processthroughtheir Carnvoire
project. The ethicaldilemmais that thesemonitoringtechniquesnvadepersonalprivacy while on the Internet. A
systemshouldbe establishedhat will allow peoplethereright to privacy and free assemblywhile dampeningthe
amountof criminal actiity thatexiststodayontheInternet.

1.3 Software Ownership and Intellectual Property

The challengéfor bothof theseis to keepfrom equatingthemto physicalownershipandproperty Softwareis notthe
sameasaphysicaldevice. It doesprovide valueto acompauy, butit is only acollectionof bits. Theothermajorfactor
is thatsoftwareis usuallybaseduponprior work by anothemuthor In veryrarecasess a pieceof softwarecompletely
generatedy a singlecompary. Whenstandingon the shouldersof giants,it is only right to give backto the giants.
Oneexcellentmethodis OpenSourcesoftware. Underthat paradigmarny work derived from greatintellectualsand
companiesnustalsobe madeavailableto thatcompary. This way the naturally software ancestryawardsthe most
innovative andallows othersto derive a benefitat lesscost.

OnIntellectualProperty Intellectualpropertyshould,whenever possible be shared Eachpersoronly livesonce,
yethumanitycontinuedo live on. Ratherthanfocusingonthetemporarnbenefitof sellinginventionsatabsurdorices,
intellectualfindingsshouldbe sharedso that new ideascanbe createdandintellectualprogressanbe enhanced.[L
Today'stechnologythatis usedfor top secretasksshouldnotbecomegomorron’slife savzing technologybut today’s.
Theethicaldilemmais thatintellectualpropertyshouldnot bea selfishconcerrfor temporaryprofit, but rathertowards
maximizingthe benefitof new knowledgeto society

1.4 Computer Security

Securityin generabothgivesandtakesaway freedomslt givesfreedomsgo thepersondoingthelocking, by reducing
theirchance®f beinghurt, but atthe sametime reduceghe ability for rightful accessBy puttinglocksoneverydoor,
every computeyandevenelectronicmedia(DVDs, E-Books,etc.) anernvironmentof distrustis causecn bothsides.
Thosewho aretrying to keepsomethingsecuredarelooked on poorly by othersaslackingtrustin others,while they
themselesaretrying to protecttheir investment@andinformation. In the endit becomesan expensve racebetween
thosewho spendime circumscribingsecuritymeasureandthosewho try to make themmoresecure Securityis only
requiredin anernvironmentwherethereis alarge amountof disrespecbetweerthosewho have somethingo protect
andthosewho wish to gainthatinformation. Computersecurityis not a puzzlethatwill be solvedby computersput
ratherby agreeduponandrespectabl&ehaior on bothsides.

1.5 TheRole of Government

Governmenthas beentasked throughouttime as the arbitratorof ethics. Governmentsare often requiredto rule

betweenethicaland unethicalbehaior. Theserulings arenot subjectve. It is thereforerequisitethat governments
spendthe time to understandcomputerand Internettechnologiesso thatthey are betterenableto resole issuesof

legality. Decisionsmadenow by the governmentwill have a lasting impact on the future of technologyand the

freedomgpeopleandorganizationshave in usingthattechnology

1.6 Social Behavior

Ethicsareboth designedor controlling socialbehaior anddesignedrom existing socialbehaior. Creatinga good

ethicalpolicy for socialuseof technologydoesnotbreadgooduseof thattechnologybut rathergooduseof technology
breadsgood ethics. Ethical policy makers shouldthereforelook at the effects of technologyon societyand make

choicesto maximizethe benefitsof thattechnologyandminimize the negative effects.



1.7 TheDigital Divide

Taking careof the underprvilegedhasalwaysbeena strugglingpoint for ethicalpolicy. It is hardfor someto make
the decisionof helping otherscatchup ethically appealing. It often scarespeopleand governmentso reducethe
intellectualandtechnicalgapbetweerthem. This gapbecomesomfortablefor the “haves,” sincethey will nothave
to worry aboutthe“have-nots”revolting or takingovertheir higherpositionsin society Anotherpointof view is more
positive, by makingthe choiceto helpotherslearnabouttechnologythey will becomemoreproductive andin theend
everyonebenefits.

1.8 Computer Enhanced Education

Similarto theethicalissueswith the Digital Divide, computerenhance@ducatioralsoshouldbe designedo increase
the educationabpportunitieghat peoplecanparticipatein. The Internetis mostly a pool of informationthatcanbe
tappedfor knowledgein almostary topic. Ethicsin regardto computerenhancedducationis to make reasonable
decisionghatprotectpeoplefrom misinformationandpolitically slantednformation. Todayto getthewhole storyit
mustbelookedat from mary differentpointsof view. Biasis akiller of truth. Online contentis filled with biasthat
couldbepotentiallyharmfulfor teachingcorrectinformation.

1.9 Computersand the Workplace

Employeerights are of utmostimportancein the workplace. Theserights are being diminishedas eavesdropping
technologybecomesvailableto employers. Currentlaw allows companiego monitorthe useof their equipmentata
level not allowedanywhereelse,evenin governmensuneillance.Peoplearelosingtheirjobsasaresultof jokesthat
they sentto co-emplyeesor whatthey view while online. While the utility of suchthingscanbe questionsn respect
to overall productvity, the basicright of privacy shouldalsobe maintainedn the workplace.

1.10 TheFuture of Technology

Whereis all this going? A coupleweeksagol attendeda seminaron databaseedundang at Lehigh sponsoredy a
couplestudenbrganizationsDuringthis presentationaratherdistressingpbsenationwasmadeby thepresenterThe
presentesaidby looking at the investmentsandfunding of technologypeoplearemoreconcernedvith their money
thantheir health.Thereis no wherenearthedesirefor redundang in computertechnologythata persorrelieson for
very life, thanfor that of makingsurean ATM transactiorgoesthrough. It would be muchbetterto concentraten
making suretechnologyimproveshumanlife over keepingthe rich, rich, for the eventherich shouldbe concerned
abouttheir quality of life and healthmore thantheir pocket books. If not, thenthat problemneedsto solved first,
beforeworrying aboutthe future of ethicsasit relatesto technology

2 Ethical Statement for Computers and Society

Let desirefor improving thehumanconditioncoupledwith sharecknowledgeleadthedirectionanduseof technology
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